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The Global Risks 
Landscape 
2018

http://www3.weforum.org/docs/WEF_GRR18_Report.pdf

http://www3.weforum.org/docs/WEF_GRR18_Report.pdf
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Technology based business risk management
Technology provides many benefits, at the same 
time, it introduces major risks on several crucial 
fronts that need to be governed and managed by 
user organizations. 

Well-managed organizations must understand 
and mitigate these risks to better leverage their 
e.g. cloud computing initiatives. Five major risks 
areas are:

1. Data security and regulatory

2. Technology

3. Operational

4. Vendor

5. Financial

Source: KPMG 2016, Moving to the cloud – key risk considerations 
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Data driven 
risks for 
Cloud
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Where is the buzz?

http://www.msn.com/fi-fi/uutiset/ulkomaat/ei-jokea-ei-lentokentt%c3%a4%c3%a4-ei-maatiloja-suurimmat-maat-joista-puuttu-n%c3%a4m%c3%a4-perusasiat/ss-BBSdQoF?ocid=ientp
http://www.msn.com/fi-fi/uutiset/ulkomaat/ei-jokea-ei-lentokentt%c3%a4%c3%a4-ei-maatiloja-suurimmat-maat-joista-puuttu-n%c3%a4m%c3%a4-perusasiat/ss-BBSdQoF?ocid=ientp


Requirements for 
business continuity
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High level comparison of known frameworks
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Cobit 2019 includes one process for business continuity
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ITIL v3 - IT Service Continuity Management
IT Service Continuity Management 
(ITSCM) consist of four sub processes:
1. ITSCM Support
2. Design Services for continuity
3. ITSCM Training and Testing
4. ITSCM Review

https://wiki.en.it-processmaps.com/index.php/IT_Service_Continuity_Management

Presenter
Presentation Notes
ITSCM SupportProcess Objective: To make sure that all members of IT staff with responsibilities for fighting disasters are aware of their exact duties, and to make sure that all relevant information is readily available when a disaster occurs.Design Services for ContinuityProcess Objective: To design appropriate and cost-justifiable continuity mechanisms and procedures to meet the agreed business continuity targets. This includes the design of risk reduction measures and recovery plans.ITSCM Training and TestingProcess Objective: To make sure that all preventive measures and recovery mechanisms for the case of disaster events are subject to regular testing.ITSCM ReviewProcess Objective: To review if disaster prevention measures are still in line with risk perceptions from the business side, and to verify if continuity measures and procedures are regularly maintained and tested.

https://wiki.en.it-processmaps.com/index.php/IT_Service_Continuity_Management
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ISO 22300 series
Standards in the area of societal security: i.e. protection of society from and response to incidents, emergencies, and 
disasters caused by intentional and unintentional human acts, natural hazards, and technical failures

ISO 22300:2012 Societal security – Terminology
ISO 22301:2012 Societal security – Business continuity management systems – Requirements
ISO 22311:2012 Societal security – Video-surveillance – Export interoperability
ISO 22313:2012 Societal security – Business continuity management systems – Guidance
ISO 22315:2014 Societal security – Mass evacuation – Guidelines for planning
ISO 22317:2015 Societal security – Business continuity management systems – Guidelines for business impact analysis (BIA)
ISO 22320:2011 Societal security – Emergency management – Requirements for incident response
ISO 22322:2015 Societal security – Emergency management – Guidelines for public warning
ISO 22324:2015 Societal security – Emergency management – Guidelines for colour-coded alert
ISO 22397:2014 Societal security – Guidelines for establishing partnering arrangements
ISO 22398:2013 Societal security – Guidelines for exercises
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ISO 22301 content

Context of 
the
organisation

Leadership

Planning

Commitment
Policy
Roles and responsibilities

Continuity objectives

Competence
Awareness and communication

Documented information
Support

Operations

Performance 
Evaluation

Improvement

Monitoring
Audits
Management review

Business impact and risk assessment
Continuity strategies
Plans and procedures
Excercises
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National requirements in Finland
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Requirements for ICT Contingency Planning
1. Leadership

a. Strategic control
b. Organisation
c. Cooperation, communication and reporting

2. Strategies and operational planning
a. Operational planning through risk management 
b. Service continuity planning 

3. People
a. Developing expertise and awareness
b. Management of human resources and tasks

4. Partnerships and resources
a. Contract management 
b. Securing operations in special situations

5. ICT continuity management
a. Lifecycle management of ICT services and systems
b. Ensuring the continuity of ICT services
c. Measurement and reporting



Building blocks for 
business continuity
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What is business continuity management?
Definition:

“Business Continuity Management (BCM) is an holistic process that identifies potential threats to an organisation and the impacts to business operations that those threats, if realised, might cause. It provides a 
framework for building organisational resilience with the capability for an effective response that safeguards the interests of key stakeholders, reputation, brand and value-creating activities.” (Business Continuity 
Institute, Good Practice Guide 2010)

Prevention

Time

Service
level

Incident !!

Response

Recovery

(Normal)

Mitigate impact 
of incidents

Reduce 
recovery time

Without BCM

With BCM

Business Continuity Management includes appropriate strategies to manage service levels (mitigate impact) and reduce time spent on recovery 
(reduce recovery time) following major business disruption.
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Crisis 
Mgmt.
Plan

Business
Continuity 

Plan

IT Disaster Recovery Plan
(IT Service Continuity Plan)

A Crisis Management Plan (CMP) outlines the immediate management level response to manage a crisis 
situation and recover critical operations. CMPs may include:
• Management roles and responsibilities, including escalation procedures
• Internal and external communication strategies, including stakeholder management
• Coordination with external recovery agencies 
• Coordination with internal business continuity and recovery teams.

A Business Continuity Plan (BCP) outlines the procedures to follow during a major unanticipated 
disruptive event.  BCPs may include:
• Business recovery strategies (what needs to be performed to continue critical operations)
• Contact lists
• Equipment requirements 
• Personnel requirements.

An IT Disaster Recovery Plan (DRP) outlines the specific procedures required to recover 
or restore critical IT systems.  A DRP can be incorporated either as part of a BCP, or 
more commonly is a separate document.

What is a Business Continuity Management Framework?
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Steps for effective Business Continuity Management

Assess (Act)

• Understand the key risks, 
likelihood of occurrence and 
potential impacts.

• Understand the impact of 
disruptions on business.

• Business Impact and Risk 
Assessment report.

Design (Plan)

• Determine appropriate 
Business Continuity strategies.

• Develop a framework for 
Business Continuity 
Management. 

• Business Continuity 
Management strategy.

• Business Continuity 
Management policy and 
framework.

Implement (Do)

• Develop Business Continuity 
documentation to support 
continuity of key processes.

• Identify and appoint Business 
Continuity roles.

• Business Continuity Plan.
• Crisis Management Plan.
• Training pack.

Measure (Check)

• Training and awareness of 
Business Continuity processes. 

• Validate BCP.

• Test exercise report.
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Business Continuity Management system benefits

Benefits of 
BCMS

Business perspective

Perspective of interested parties

Financial perspective

Internal processes perspective

• supporting its strategic objectives
• creating a competitive advantage
• protecting and enhancing its reputation and 

credibility
• contributing to organizational resilience

• protecting life, property and environment
• considering the expectations of interested 

parties

• making business partners confident in its 
success

• reducing legal and financial exposure
• reducing direct and indirect costs of 

disruptions

• improving its capability to remain effective 
during disruptions;

• demonstrating proactive control of risks 
effectively and efficiently;

• addressing operational vulnerabilities



Top ten incident
responce mistakes
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Organizations should establish policies, processes, and procedures
that are tailored to their culture, environment, response personnel, and most 
importantly, business objectives.

Plans are only used in real-world Organizations need to put their plans into action with regular frequency before 
a real incident occurs. Exercise, Exercise, Exercise!

Teams are unable to communicate
A centralized communication dashboard can help limit the disruptions
of constant e-mail messaging, which can lead to missed messages or
conflicting information.

Teams lack skills, are wrong-sized, or mismanaged
Organizations should closely evaluate the need for additional training. Strong 
leader should clearly define roles and responsibilities and promote greater 
collaboration

Help desk activities can destroy critical evidence Help desk should be trained to capture a memory image of the system in 
case of malicious code

Tools are inadequate, unmanaged, untested or 
underutilized

Organizations should maintain an inventory of tools in a centralized location 
and establish processes to help ensure timely license renewal and functional 
component upgrades.

Data pertinent to an incident is not readily available
Addressing this issue requires organizations to understand what data sources 
they have, what data they are capable of producing, and
how they manage their data.

There is no “intelligence” in the threat intelligence Organizations must integrate threat intelligence into incident response

The incident response team lacks authority Management must fully support the incident response team, its mission, and 
its activities during an investigation.

Users are unaware of their role in the security posture
Security management team should continuously educate users not only
about common exploitation practices, but also about information security’s 
role within the organization.

https://assets.kpmg/content/dam/kpmg/pdf/2016/04/cyber-incident-response.pdf

https://assets.kpmg/content/dam/kpmg/pdf/2016/04/cyber-incident-response.pdf


Case Telia DC
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October-December February March-April July August ->

Timeline

—Planning with the client
— Scoping
— Management structures
— Interviews
— Backgroud work
— Information gathering

— Documentation
— Continuity plans
— Recovery plans

—Pre audit
—Gap analysis and development

plan

—Improvements and 
updates to the
documentation and 
processes based on 
pre-audit findings

—Telia recieves
ISO22301 
certification for 
Helsinki datacenter

June

—ISO 22301 audit
— Audit was the first in Finland 

and test for the auditor
— Audit process is similar with

ISO 27001 (same structure
and leadership model)

—Ongoing project to 
maintain certification

—Exercises and tests

Rough project timeline
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Business Continuity Methodology provides a 
structured approach to establish and operate a 
resiliency and recovery capability throughout 
an organization, minimizing the impact a 
disruptive event could cause to the company. 
Six key activities for each step in the 
methodology support the development and 
deployment of a business continuity 
management program.
Steps include e.g. understanding recovery 
requirements, developing strategies and plan, 
and performing regular testing and 
maintenance. 

KPMG business continuity model
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